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SERVER 



BACKGROUND OF THE INVENTION 

(1) Field of the Invention 

5 The present invention relates to a server, and 

more particularly, to a server for performing a process in 
compliance with a request from a client. 

( 2 ) Description of the Related Art 

When exchanging information between a server and a 
10 client, a method is employed in which the client stores 
information (HTML (Hyper Text Markup Language) document 

rU etc.) downloaded from the server in a storage device thereof 

W 

£ as history and when a "Back" button shown on the browser is 

u^i, operated, the client acquires and displays the information 

15 stored in the history, instead of making a request to the 
server . 

This reduces unnecessary accesses to the server, 
making it possible to ease network congestion and also 
permitting smooth and speedy operation. 

20 In cases where the Back button is used, however, 

there is a possibility that a request is sent from a page 
accessed earlier than the present time. In such cases, the 
server is unable to recognize the page which the client is 
then referring to, giving rise to a problem that a status 

25 error occurs. 

Also, if, after registration for membership is 
applied for or an order for goods is placed on a member 
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registration or ordering screen, for example, the Back 
button is operated to return to the same screen and the 
operation to apply for member registration or to place the 
order is repeated, a problem of double registration or 
double ordering arises. 

A similar situation is also brought about by the 
cache function of the client side as well as the cache 
function of intervening proxy servers etc. that exist from 
place to place on the Internet. 

SUMMARY OF THE INVENTION 
An object of the present invention is to provide a 
server which is capable of reliable operation even in the 
case where the Back button of client's browser is operated 
and which also can prevent double registration of 
information. 

To achieve the object, there is provided a server 
for performing a process in compliance with a request from a 
client. The server comprises receiving means for receiving 
a request from a client, processing means for performing a 
process in compliance with the request received by the 
receiving means, affixing means for affixing confirmation 
information for confirming display status of the client side 
to a result of process performed by the processing means, 
storing means for storing the confirmation information 
affixed by the affixing means. transmitting means for 
transmitting the result of process having the confirmation 
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information affixed thereto by the affixing means to the 
client which has made the request, extracting means 
responsive to a request made again from the client, for 
extracting the confirmation information included in the 
request, determining means for determining whether or not 
the confirmation information extracted by the extracting 
means coincides with the confirmation information stored in 
the storing means, and withholding means for withholding a 
process performed by the processing means in compliance with 
the request if it is judged by the determining means that 
the two sets of confirmation information do not coincide. 

The above and other objects, features and 
advantages of the present invention will become apparent 
from the following description when taken in conjunction 
15 with the accompanying drawings which illustrate preferred 
embodiments of the present invention by way of example. 

BRIEF DESCRIPTION OF THE DRAWINGS 
FIG. 1 is a diagram illustrating the principle of 
operation according to the present invention; 

FIG. 2 is a block diagram illustrating a 
configuration according to an embodiment of the present 
invention; 

FIG. 3 is a sequence diagram showing progress of a 
25 process of communication between a client and a server 
according to a first embodiment of the present invention; 

FIG. 4 shows an example of a screen displayed 



20 



- 3 - 



first upon logging in to a memlDer registration screen; 

FIG. 5 shows an example of data entry in 
predetermined items in the screen of FIG. 4; 

FIG. 6 shows an example of a screen displayed 
5 after a Send button is operated in a registration screen 
shown in FIG. 5; 

FIG. 7 shows an example of a screen displayed when 
a Back button has been operated in the screen shown in FIG. 
6; 

=D 10 FIG. 8 is a diagram showing an example of a screen 

displayed when the Send button has been operated in the 
itj screen shown in FIG. 7; 

:.p FIG. 9 is a flowchart showing an example of a 

process for establishing a session in response to a request 

|,,^ 15 from a client; 

"%l 

FIG. 10 is a flowchart illustrating details of a 
"Request -compliant Process" appearing in FIG. 9; 

FIG. 11 is a diagram illustrating a liberal zone; 

FIG. 12 is a sequence diagram showing progress of 
20 a process of communication between a client and a server 
according to a second embodiment of the present invention; 

FIG. 13 is a diagram showing an example of a 
search screen; 

FIG. 14 is a diagram showing entry of a keyword in 
25 the screen of FIG. 13; 

FIG. 15 shows an example of a screen displayed 
after a Search button is operated in the screen shown in FIG. 
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14; 

FIG. 16 shows an example of a screen displayed 
when a display item "British Art (6)" has been selected in 
the screen shown in FIG. 15; 
5 FIG. 17 shows an example of a screen displayed 

when the Back button has been operated in the screen shown 
in FIG. 16; 

FIG. 18 shows an example of a screen displayed 
when a Next Page button has been operated in the screen 
10 shown in FIG. 17; and 

FIG. 19 is a flowchart showing an example of a 
process executed in the second embodiment of the present 
invention. 

15 DESCRIPTION OF THE PREFERRED EMBODIMENTS 

Embodiments of the present invention will be 
hereinafter described with reference to the drawings. 

FIG. 1 illustrates the principle of operation 
according to the present invention. As shown in the figure, 

20 a server 1 according to the present invention comprises 
receiving means la, processing means lb, affixing means Ic, 
storing means Id, transmitting means le, extracting means If, 
determining means Ig, and withholding means Ih. The server 
performs a process in compliance with a request from any one 

25 of clients 3-1 to 3-3 and returns the obtained result to the 
client . 

The receiving means la receives a request from any 
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one of the clients 3-1 to 3-3. 

The processing means lb performs a process in 
compliance with the request received by the receiving means 
la. 

5 The affixing means Ic affixes confirmation 

information for confirming display status of the client side 
to the result of process performed by the processing means 
lb. 

The storing means Id stores the confirmation 
i,p 10 information affixed by the affixing means Ic. 

j.si. The transmitting means le transmits the result of 

fll process having the confirmation information affixed thereto 

X hy the affixing means Ic to the client which has made the 

1.0. request. 

15 When a request is made again from the client, the 

i extracting means If extracts the confirmation information 

included in the request . 

The determining means Ig determines whether or not 
the confirmation information extracted by the extracting 
20 means If coincides with the confirmation information stored 
in the storing means Id. 

If it is judged by the determining means Ig that 
the two sets of confirmation information do not coincide, 
the withholding means Ih withholds the processing means lb 
25 from performing a process in compliance with the request. 

The clients 3-1 to 3-3 each comprise a personal 
computer, for example, and exchange information with the 
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server 1 through the Internet 2 . 

Operation in accordance with the illustrated 
principle will be now described. 

If the client 3-1, for example, logs in to the 
server 1, the server 1 establishes a session with the client 
3-1. At this time, an area for storing the confirmation 
information for the client 3-1 is reserved in the storing 
means Id. 

If the client 3-1 thereafter makes a shopping page 
display request, for example, to the server 1, the request 
is received by the receiving means la and then supplied to 
the processing means lb and the extracting means If. 

In compliance with the request, the processing 
means lb acquires an HTML document corresponding to the 
shopping page from a storage device, not shown, and supplies 
the acquired document to the affixing means Ic. The 
affixing means Ic generates the value "1", for example, as 
the confirmation information for confirming the display 
status of a browser running on the client 3-1, and affixes 
the generated value to a predetermined area in the HTML 
document. Also, the affixing means Ic supplies the 
generated confirmation information to the storing means Id 
to be stored in the area reserved for the client 3-1. 

The HTML document thus affixed with the 
confirmation information is transmitted to the client 3-1 by 
the transmitting means le and displayed on the browser of 
the client 3-1, As a result, the user of the client 3-1 can 



make reference to the shopping page. 

If, in the shopping page displayed in this manner, 
an operation to purchase certain goods, for example, is 
performed, the browser transmits a request for the purchase 
5 and the confirmation information (in this example, "1") 
embedded in the page to the server 1 . 

In the server 1, the request is received by the 
receiving means la and supplied to the extracting means If 
and the processing means lb. The extracting means If 

10 extracts the confirmation information from the received 
information and supplies the extracted confirmation 
information to the determining means Ig. 

The determining means Ig compares the confirmation 
information "^l" supplied from the extracting means If with 

15 the confirmation information "1" stored in the storing means 
Id, and since the two sets of information coincide, it 
judges that the operation performed is not illegitimate and 
thus permits the processing means lb to perform the 
requested process. Consequently, the processing means lb 

20 performs a process in compliance with the purchasing request, 
generates an HTML document indicating normal acceptance of 
the request for purchasing the goods, and supplies the 
generated document to the affixing means Ic. 

The affixing means Ic generates "2" as new 

25 confirmation information, affixes the new confirmation 
information to the HTML document, and supplies the HTML 
document affixed with the new confirmation information to 
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the transmitting means le. The transmitting means le 
transmits the HTML document to the client 3-1 in reply to 
the request. At this time, the storing means Id stores 
therein the new confirmation information "2" affixed by the 
5 affixing means Ic. As a result, a page indicating normal 
acceptance of the request for purchasing the goods is 
displayed on the browser of the client 3-1. 

If, at this stage, the user of the client 3-1 
operates a Back button of the browser, the browser acquires 
10 the shopping page, which is the page displayed immediately 
before the current one, from a storage device, not shown, 
II and displays the acquired page. The page displayed on the 

p browser at this time retains the previously entered data, 

and accordingly, if, with the page displayed, the user 
15 erroneously operates a button for requesting purchase or the 
^ Enter key, a purchasing request is again transmitted to the 

server 1. In this case, the confirmation information 
inserted in the immediately preceding page, that is, "1", is 
transmitted together with the request . 
20 The receiving means la receives the request from 

the client 3-1 and supplies the request to the processing 
means lb and the extracting means If. The extracting means 
If extracts the confirmation information transmitted 
together with the request, and supplies the confirmation 
25 information to the determining means Ig. The determining 
means Ig acquires the corresponding confirmation information 
from the storing means Id and compares the acquired 
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information with the confirmation information supplied from 
the extracting means If. In this example, the confirmation 
information supplied from the storing means Id is "2" while 
the confirmation information extracted by the extracting 
means If is therefore, the determining means Ig judges 

that the two sets of confirmation information do not 
coincide and thus requests withholding of process to the 
withholding means Ih. The withholding means Ih withholds 
the requested process performed by the processing means lb 
and instead causes the same to generate an HTML document 
not if y ing error * 

The HTML document notifying error, generated by 
the processing means lb, is affixed with new confirmation 
information "^S" by the affixing means Ic and transmitted to 
the client 3-1 via the transmitting means le. 

At the client 3-1 side, it can be confirmed by the 
display content of the browser that an error has occurred 
due to erroneous operation. 

As described above, with the server according to 
the present invention, in cases where the Back button of 
client ' s browser is operated and a certain request is made 
on the previously displayed screen, such a request is 
regarded as illegitimate and the requested process is not 
performed. It is therefore possible to prevent, for example, 
double membership registration or double ordering. 

Referring now to FIG. 2, a configuration according 
to an embodiment of the present invention will be described. 
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FIG. 2 illustrates the configuration according to 
the embodiment of the invention. As shown in the figure, a 
server 10 according to the present invention comprises a CPU 
(Central Processing Unit) 10a, a ROM (Read Only Memory) 10b, 
a RAM (Random Access Memory) 10c, an HDD (Hard Disk Drive) 
lOd, and an I/F (Interface) lOe. 

The CPU 10a controls the individual parts of the 
server and also performs various processes in accordance 
with programs and data stored in the HDD lOd. 

The ROM 10b stores basic programs executed by the 
CPU 10a as well as data. 

The RAM 10c temporarily stores programs being 
executed by the CPU 10a and data derived in the middle of 
operations. 

The HDD lOd stores programs to be executed by the 
CPU 10a as well as data. 

The i/F lOe performs protocol conversion 
conformable to the Internet 2, thereby to permit exchange of 
data with the clients 3-1 to 3-3. 

The Internet 2, which is a conglomeration of 
servers scattered all over the world, allows information to 
be transmitted between the server 10 and the clients 3-1 to 
3-3. 

Each of the clients 3-1 to 3-3, which comprises a 
personal computer, for example, makes a request to the 
server 10 through the Internet 2 and displays obtained data 
on a browser which is an application program. 



Referring now to the sequence diagram of FIG, 3 
and exemplary screens shown in FIGS. 4 through 8, operation 
of the above embodiment will be described. 

As shown in FIG. 3 by way of example, if the 
client 3-1 makes a member registration request (HTTP (Hyper 
Text Transfer Protocol) request) CI with respect to a 
predetermined homepage possessed by the server 10 in PI, the 
server 10 establishes a session, reserves a storage area for 
this client in the HDD lOd or the RAM 10c, and acquires a 
corresponding HTML document from the HDD lOd, in P2 . 

Subsequently, the server 10 initializes a serial 
number PS for confirming the display status of the client 
side to "1", inserts the serial number in a hidden field 
(field which is not displayed on the browser) of the HTML 
document, and also stores the serial number in the area of 
the HDD lOd reserved for the client. The HTML document 
embedded with the serial number is then transmitted to the 
client 3-1 as an HTTP response C2. 

As a result, an information input screen for 
member registration is displayed on the browser of the 
client 3-1 in P3. FIG, 4 shows an example of a screen 
displayed on the browser at this time. In the illustrated 
example, a Back button 21, a Forward button 22, a Stop 
button 23, a Print button 24, a Minimize button 25, a 
Maximize button 26 and a Close button 27 are shown at the 
top of a window 20. 

The Back button 21 is operated to return to a 
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previously displayed page, and in cases where the Back 
button 21 has thus been operated, the Forward button 22 may 
be operated to display the following page. The Stop button 
23 is operated to stop the reception of a page, and the 
5 Print button 24 is operated to print out the display content. 
The Minimize button 25, the Maximize button 26 and the Close 
button 27 are operated to minimize, maximize, and close the 
window 20, respectively. 

In a display area 28 is shown an input screen for 

=D 10 member registration. In the illustrated example, display 

'HI 

M= items for entering the name, sex, address and e-mail address 

rll of a member-to-be are shown in a region 40. A Send button 

:.p 41, which is operated to transmit the entered data to the 

server 10, and a Cancel button 42, which is operated to 
15 cancel the entered data, are shown at the bottom of the 
A display area 28. 

If, with information as shown in FIG. 5, for 
example, input on the screen, the Send button 41 is operated 
with a pointer 50, the serial number embedded in the page is 
20 transmitted, along with the input information, to the server 
10 (C3). 

In P4, the server 10 receives the member 
information transmitted from the client 3-1, then extracts 
the serial number and compares the extracted number with the 
25 serial number stored in the reserved area of the HDD lOd. 
If, as a result of the comparison, the two serial numbers 
are found to be the same, a member registration process is 
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performed. Then, the value of the serial number PS is 
incremented by "1" and the resulting value is stored in the 
area of the HDD lOd reserved for the client 3-1. 

Subsequently, the CPU 10a of the server 10 
5 retrieves an HTML document indicating normal registration 
from the HDD lOd and transmits the retrieved document, with 
the serial number PS inserted in the hidden field thereof, 
to the client 3-1 (C4). 

As a result, a screen as shown in FIG, 6 is 
10 displayed on the browser of the client 3-1, in P5. In the 
!j illustrated example, the information entered in the input 

\U screen of FIG. 5 is displayed. 

W 

Iff with the screen displayed in this manner, the 
H user operates the Back button 21, the client 3-1 reads out 

1=^ 15 the HTML document stored as history in the storage device, 
□ not shown, and displays the document in the display area 28 

of the browser {P6). 

FIG. 7 illustrates a screen displayed when the 
Back button 21 has been operated in the screen shown in FIG. 
20 6. The screen shown in this example is identical with that 
of FIG. 5. 

If the Send button 41 is operated on this screen, 
the client 3-1 again makes a member registration request to 
the server 10. In this case, the serial number stored in 
25 the hidden field of this page is affixed to the request, and 
accordingly , PS = 1 . 

On receiving the information, the server 10 
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compares the serial number included in the received 
information with the serial number stored in the HDD lOd, in 
P7 , to determine the normality of the received serial number. 
In this example, the serial number included in the received 
information is while the serial number stored in the HDD 

lOd is "2", and it is therefore concluded that the two 
numbers do not coincide. Accordingly, the CPU 10a acquires 
an HTML document indicating occurrence of error from the HDD 
lOd and transmits the document to the client 3-1. Also in 
this case, the serial number (in this example, "3") is 
inserted in the hidden field and is stored in the area of 
the HDD lOd reserved for the client 3-1. 

The client 3-1 receives the HTML document 
transmitted from the server 10 and displays the document on 
the browser. As a result, a screen shown in FIG. 8, for 
example, is displayed. In the illustrated example, the 
screen shows a message notifying occurrence of error and a 
Return button 53 which is operated for a return process. 

Thus, in cases where a certain request is made on 
a previous page which is displayed by the operation of the 
Back button 21, the server 10 does not perform a process in 
compliance with the request but makes notification of error, 
whereby double membership registration, double ordering, 
etc., for example, can be prevented. 

When the Return button 53 is operated in the 
display screen shown in FIG. 8, a request to return to, for 
example, an index page (page within the homepage that is 
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displayed first) and the serial number "3" stored in the 
hidden field of this page are transmitted to the server 10. 

On concluding that the serial number included in 
the received information coincides with the serial number 
5 stored in the HDD lOd, the server 10 accepts the request and 
transmits an HTML document corresponding to the index page 
to the client 3-1. 

As a result, the index page is displayed on the 
browser of the client 3-1. 
10 According to the embodiment described above, 

double registration of information in the server as well as 
double acceptance of the same request can be prevented. 

In the above embodiment, the serial number PS is 
stored in the HDD lOd, but the RAM 10c, instead of the HDD 
15 lOd, may be used for the purpose. 

A flowchart for carrying out the aforementioned 
process will be now described. 

Referring first to FIG. 9, an example of a process 
for establishing a session in response to a request from a 
20 client will be described. In this embodiment, the server 10 
establishes a session with each client, exchanges 
information and manages the status of communication in terms 
of session. Upon start of the process shown in the 
flowchart, the following steps are executed. 
25 [SI] The CPU 10a receives a request from a client. 

[S2] The CPU 10a determines whether or not the 
client is a new client which has Just logged in. If the 
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client is a new client, the flow proceeds to Step S3; if not, 
the flow proceeds to Step S4* 

[S3] The CPU 10a establishes a new session with 
the new client . 

5 [S4] The CPU 10a retrieves the corresponding 

session from the HDD lOd. 

[S5] The CPU 10a performs a process in compliance 
with the request from the client . 

Referring now to FIG. 10, details of the "Request- 
ii 10 compliant Process" appearing in FIG. 9 will be described. 

Upon start of the process shown in the flowchart, the 
fU following steps are executed. 

[SIO] The CPU 10a extracts the serial number PS 
from the received information. 
L^- 15 [Sll] The CPU 10a acquires, from the predetermined 

=4 area of the HDD lOd, the serial number PS corresponding to 

the client which has made the request . 

[S12] The CPU 10a determines whether the serial 
numbers acquired respectively in Steps SIO and Sll coincide 
20 or not. If the two serial numbers coincide, the flow 
proceeds to Step S13; if not, the flow proceeds to Step S14. 

[S13] The CPU 10a performs a process in compliance 
with the request . 

[S14] The CPU 10a generates an HTML document 
25 including a message notifying occurrence of error. 

[S15] The CPU 10a again acquires the serial number 
PS stored in the HDD lOd. 
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[S16] The CPU 10a increments the value of the 
serial number PS by "1" and stores the resulting value in 
the HDD lOd. 

[SI 7] The CPU 10a affixes the serial number PS to 
5 a hidden filed in the HTML document obtained as a result of 
the process. 

In the case where an error has occurred (if the 
decision in Step S12 is NO) , the serial number PS is 
inserted in the hidden field of the HTML document indicating 
10 occurrence of error . 

[S18] The CPU 10a transmits the HTML document 

\U affixed with the serial number to the client which has made 

Lil 

the request. 

^ The process described above makes it possible to 

15 prevent double registration of information or the like 
A without fail. 

In the above embodiment, when an error has 
occurred, an HTML document indicating the occurrence of 
error is generated and transmitted. Alternatively, in such 
20 a situation, a process for returning to a predetermined page 
(e.g., index page) or log-out may be performed. 

A second embodiment of the present invention will 
be now described. 

In the first embodiment, a request made on a 
25 screen which is displayed by the operation of the Back 
button 21 is rejected, but in some cases such a request 
should preferably be accepted. This applies, for example. 
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to the case of returning to a previously displayed page 
within a search results screen. In the second embodiment of 
the present invention, therefore, a liberal zone is set such 
that the operation of the Back button 21 is allowed within 
5 the zone . 

This will be outlined with reference to FIG. 11* 
In the illustrated example, pages #5, #6, #9, #10, #13 and 
#14 constitute one liberal zone, and the use of the Back 
button 21 is allowed within the zone. Also, pages #7, #8, 
10 #11, #12 and #15 similarly constitute a liberal zone* Pages 

k& #1 through #4 do not belong to either of the liberal zones, 

■ p-., 

m and the use of the Back button 21 is limited in these pages. 

Referring now to the sequence diagram of FIG. 12 
and exemplary screens shown in FIGS, 13 through 18, 
[7 15 operation of the second embodiment will be described. 

If, as shown in FIG. 12, the client 3-1 makes a 
request (HTTP (Hyper Text Transfer Protocol) request) CI to 
log in to a search homepage possessed by the server 10 in PI, 
the server 10 establishes a session, reserves a storage area 
20 for this client in the HDD lOd or the RAM 10c, and acquires 
a corresponding HTML document from the HDD lOd, in P2. 

Subsequently, the server 10 initializes the serial 
number PS for confirming the display status of the client 
side to ''I", inserts the serial number in a hidden field of 
25 the HTML document, and also stores the serial number in the 
area of the HDD lOd reserved for the client. The HTML 
document embedded with the serial number is then transmitted 
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to the client 3-1 as an HTTP response C2. 

As a result , a search screen is displayed on the 
browser of the client 3-1 in P3, FIG. 13 shows an example 
of a screen displayed on the browser at this time. In the 
illustrated example, a textbox 29 for entering a keyword and 
a Search button 30 are shown in the display area 28. 

If, with a keyword "Pottery", for example, entered 
in the screen as shown in FIG. 14, the Search button 30 is 
operated, a search request including the keyword and the 
serial number embedded in this page are transmitted to the 
server 10 {C3) . 

On receiving the request, the server 10 extracts 
the serial number and compares the extracted number with the 
serial number stored in the HDD lOd, to determine whether or 
not the two are the same. If , as a result of the comparison, 
the two numbers are found to be the same, the server judges 
that the request made is normal and thus performs a search 
process in compliance with the request. 

If data obtained as a result of the search process 
extends over multiple pages, the CPU 10a defines the 
multiple pages as a liberal zone in which the movement with 
the use of the Back button 21 is allowed, and generates a 
liberal ID LID for identifying the liberal zone. In this 
example, "21" is generated as the liberal ID, The CPU 10a 
also increments the value of the serial number PS by "1", 
thereby setting the serial number to "2", 

The serial number and the liberal ID generated in 
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this manner are embedded in a hidden field of the first page 
of search results, and the first page is then transmitted to 
the client 3-1 which has made the request (C4). 

As a result, a search results screen as shown in 
FIG, 15 is displayed on the browser of the client 3-1. In 
the illustrated example, a page showing the first five items 
out of a total of 15 search results is displayed. 

If, with the search results displayed on screen, 
the second display item "British Art (6)", for example, is 
selected with the pointer 50, a request for detailed 
information on this item is transmitted to the server 10, 
The request transmitted at this time is affixed with the 
serial number "2" and the liberal ID "21", 

On receiving the request, the server 10 first 
checks the serial number to see if it is normal, and if the 
serial number is not normal, the liberal ID is checked. In 
this example, the serial number "2" affixed to the request 
coincides with the one stored in the HDD lOd and thus is 
normal; therefore, it is concluded that the request is 
normal, without making a liberal ID check, and the requested 
HTML document is retrieved from the HDD lOd. 

The CPU 10a increments the value of the serial 
number by "1", inserts the resulting serial number, together 
with the liberal ID, in the hidden field of the HTML 
document acquired from the HDD lOd, and transmits the 
document to the client 3-1 (C6). 

As a result, details of the item "British Art (6)" 



specified in the screen of FIG* 15 are displayed on the 
browser of the client 3-1, as shown in FIG. 16. In the 
illustrated example, six items in total are displayed. 

If, with this screen displayed, the Back button 21 
5 is operated, the client 3-1 acquires the HTML document 
corresponding to the search screen from the storage device, 
not shown, and displays the document on the browser* As a 
result, a screen shown in FIG, 17 (which is identical with 
the screen of FIG. 15) is displayed. 

10 If, in the display screen shown in FIG. 17, a Next 

Page button 60 is operated to make reference to the next 
page, the client 3-1 transmits a next page display request 
to the server 10. The request transmitted at this time is 
affixed with the serial number "2" and the liberal ID 

15 inserted in this page. 

On receiving the request, the server 10 first 
determines whether or not the serial number is normal. In 
this example, the serial number stored in the HDD lOd is "3" 
while the serial number extracted from the received request 

20 is "2" and the two do not coincide; therefore, it judged 
that the received serial number is abnormal. When the 
serial number is judged abnormal, the CPU 10a extracts the 
liberal ID from the request and compares the extracted ID 
with the liberal ID stored in the HDD lOd. If these liberal 

25 IDs are the same, it is judged that the request has been 
made within the liberal zone and the requested process is 
performed. In this example, the liberal ID stored in the 



- 22 - 



HDD lOd is "21" and the same liberal ID is affixed to the 
request; therefore, it is concluded that the request made is 
normal and the next page search is conducted. 

After acquiring the next page, the CPU 10a inserts 
5 the value obtained by incrementing the serial number by "1" 
and the liberal ID in a hidden field thereof, and transmits 
the page to the client 3-1. 

As a result, a screen as shown in FIG, 18 is 
displayed on the browser of the client 3-1. In the 
10 illustrated example, the sixth to tenth items, among the 15 
items matching the keyword entered in the screen of FIG. 14, 
are displayed. 

If, after the Back button 21 is operated, a 
predetermined request is made outside the liberal zone, then 
15 no liberal ID exists, and accordingly, an error screen 
identical with that shown in FIG. 8 is displayed. 

In the above embodiment, a liberal zone is set and 
the operation of the Back button 21 is allowed within the 
liberal zone. Accordingly, in cases where search results 
20 are displayed, for example, it is possible to make reference 
to information while freely moving within the liberal zone. 

A process for achieving the operation of the 
aforementioned embodiment will be now described. FIG. 19 is 
a flowchart illustrating the operation according to the 
25 second embodiment of the present invention. Upon start of 
the process shown in the flowchart, the following steps are 
executed. 
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[S20] The CPU 10a extracts the serial number PS 
from the received request . 

[S21] The CPU 10a acquires the serial number PS 
from the area of the HDD lOd reserved for the client which 
5 has made the request, 

[S22] The CPU lOa determines whether or not the 
serial numbers acquired in Steps S20 and S21 coincide. If 
the two coincide, the flow proceeds to Step S27; if not, the 
flow proceeds to Step S23. 
1 10 [S23] The CPU lOa extracts the liberal ID LID from 

the received request. 

fij [S24] The CPU 10a acquires the liberal ID LID from 

Li| 

g the area of the HDD lOd reserved for the client which has 

made the request, 
15 [S25] The CPU lOa determines whether or not the 

liberal IDs acquired in Steps S23 and S24 coincide. If the 
two coincide, the flow proceeds to Step S27; if not, the 
flow proceeds to Step S26, 

[S26] The CPU lOa generates an HTML document 
20 including a message notifying occurrence of error. 

[S27] The CPU 10a performs a process in compliance 
with the request . 

[S28] The CPU 10a determines whether or not the 
current process is within the liberal zone. If the current 
25 process is within the liberal zone, the flow proceeds to 
Step S29; if not, the flow proceeds to Step S30. 

To determine whether or not the current process is 
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within the liberal zone, a table showing the correlation 
between each HTML document and the liberal zone may be 
created beforehand and may be looked up to make the 
determination • 

[S29] The CPU 10a affixes the liberal ID LID to a 
hidden fieled of the HTML document obtained as a result of 
processing. 

[S30] The CPU 10a acquires the serial number PS 
from the area of the HDD lOd reserved for the client which 
has made the request, 

[S31] The CPU 10a increments the value of the 
serial number by "1" and stores the resulting value in the 
HDD lOd. 

[S32] The CPU 10a affixes the serial number PS to 
the hidden field of the HTML document obtained as a result 
of processing. 

In the case where an error has occurred (if the 
decision in Step S25 is NO), the serial number PS is affixed 
to the HTML document including a message notifying the 
occurrence of error. 

[S33] The CPU 10a transmits the HTML document 
obtained as a result of processing to the client which has 
made the request. 

According to the above process , the functions 
explained with reference to the second embodiment of the 
present invention can be performed. 

In the foregoing embodiments, the value which is 



successively incremented by "1" at a time is used as the 
serial number, but other information may of course be used. 
The intended purpose can be achieved if distinction can be 
made between the information stored in the server and the 
5 information transmitted from clients. 

Although in the above embodiments, explanation is 
made of the case of using the cache function of the client 
side, similar advantageous effects can be obtained also in 
the case of using the cache function of proxy servers etc. 
10 that exist from place to place on the network. 



m 



The above-described processes can be performed by 
a computer. In this case, the functions to be accomplished 
P by the server are described in a program recorded in a 

computer-readable recording medium. By executing the 
15 program by a computer, it is possible to perform the above- 
Q described processes. The computer-readable recording medium 

includes magnetic recording device, semiconductor memory and 
the like. To distribute the program to the market, the 
program may be stored in portable recording media such as 
20 CD-ROM (Compact Disk Read Only Memory) or floppy disk. 
Alternatively, the program may be stored in a storage device 
of a computer connected to a network and may be transferred 
to other computers through the network. To execute the 
program by a computer, the program stored in a hard disk 
25 unit or the like of the computer is loaded into the main 
memory and executed. 

As described above, according to the present 
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invention, a server for performing a process in compliance 
with a request from a client comprises receiving means for 
receiving a request from a client, processing means for 
performing a process in compliance with the request received 
5 by the receiving means, affixing means for affixing 
confirmation information for confirming display status of 
the client side to a result of process performed by the 
processing means, storing means for storing the confirmation 
information affixed by the affixing means , transmitting 

10 means for transmitting the result of process having the 
confirmation information affixed thereto by the affixing 
means to the client which has made the request, extracting 
means responsive to a request made again from the client, 
for extracting the confirmation information included in the 

15 request, determining means for determining whether or not 
the confirmation information extracted by the extracting 
means coincides with the confirmation information stored in 
the storing means, and withholding means a process performed 
by the processing means in compliance with the request if it 

20 is judged by the determining means that the two sets of 
confirmation information do not coincide. Accordingly, 
double registration of information, if tried with the Back 
button operated, can be prevented. 

The foregoing is considered as illustrative only 

25 of the principles of the present invention. Further, since 
numerous modifications and changes will readily occur to 
those skilled in the art, it is not desired to limit the 
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invention to the exact construction and applications sho^^n 
and described, and accordingly, all suitable modifications 
and equivalents may be regarded as falling within the scope 
of the invention in the appended claims and their 
equivalents . 
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WHAT IS CLAIMED IS : 

1. A server for performing a process in 
compliance with a request from a client, comprising: 

receiving means for receiving a request from a 

5 client; 

processing means for performing a process in 
compliance with the request received by said receiving 
means ; 

affixing means for affixing confirmation 
10 information for confirming display status of the client side 
to a result of process performed by said processing means; 

storing means for storing the confirmation 
information affixed by said affixing means; 

transmitting means for transmitting the result of 
15 process having the confirmation information affixed thereto 
by said affixing means to the client which has made the 
request ; 

extracting means, responsive to a request made 
again from the client, for extracting the confirmation 
20 information included in the request; 

determining means for determining whether or not 
the confirmation information extracted by said extracting 
means coincides with the confirmation information stored in 
said storing means; and 
25 withholding means for withholding a process 

performed by the said processing means in compliance with 
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request from a client , wherein the program causes a computer 
to function as 

receiving means for receiving a request from a 

client , 

5 processing means for performing a process in 

compliance with the request received by the receiving means , 
affixing means for affixing confirmation 
information for confirming display status of the client side 
to a result of process performed by the processing means, 
10 storing means for storing the confirmation 

information affixed by the affixing means, 

transmitting means for transmitting the result of 
process having the confirmation information affixed thereto 
by the affixing means to the client which has made the 
15 request, 

extracting means, responsive to a request made 
again from the client, for extracting the confirmation 
information included in the request, 

determining means for determining whether or not 
20 the confirmation information extracted by the extracting 
means coincides with the confirmation information stored in 
the storing means, and 

withholding means for withholding a process 
performed by the processing means in compliance with the 
25 request if it is judged by the determining means that the 
two sets of confirmation information do not coincide. 
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the request if it is judged by said determining means that 
the two sets of confirmation information do not coincide. 



2 - The server according to claim 1 , further 
5 comprising error message transmitting means for transmitting 
a message notifying occurrence of error to the client when 
the process is withheld by said withholding means. 



3. The server according to claim 1, further 
:D 10 comprising specified page information transmitting means for 
transmitting information about a prespecified page to the 

rU client when the process is withheld by said withholding 

IM 

£ means . 

15 4. The server according to claim 1, further 

4 comprising identification code affixing means for affixing a 

predetermined identification code to the result of process 
performed by said processing means when a request for a 
predefined group of pages is received by said receiving 

20 means, and 

suspending means for suspending operation of said 
withholding means when a request is again made from the 
client and also if the request made is affixed with the 
identification code. 



25 



5. A computer- readable recording medium storing a 
program for performing a process in compliance with a 
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request from a client, wherein the program causes a computer 
to function as 

receiving means for receiving a request from a 

client , 

5 processing means for performing a process in 

compliance with the request received hy the receiving means , 
affixing means for affixing confirmation 
information for confirming display status of the client side 
to a result of process performed by the processing means, 
10 storing means for storing the confirmation 

information affixed by the affixing means, 

transmitting means for transmitting the result of 
process having the confirmation information affixed thereto 
by the affixing means to the client which has made the 
15 request, 

extracting means, responsive to a request made 
again from the client, for extracting the confirmation 
information included in the request, 

determining means for determining whether or not 
20 the confirmation information extracted by the extracting 
means coincides with the confirmation information stored in 
the storing means, and 

withholding means for withholding a process 
performed by the processing means in compliance with the 
25 request if it is Judged by the determining means that the 
two sets of confirmation information do not coincide. 
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ABSTRACT OF THE DISC LOSURE 
A server capable of eliminating the inconvenience 
which is caused when a request is made after a Back button 
is operated on client's browser. Receiving means receives a 
5 request from a client, and processing means performs a 
process in compliance with the received request. Affixing 
means affixes confirmation information for confirming 
display status of the client side to the result of process, 
and storing means stores the confirmation information 

10 affixed by the affixing means. Transmitting means transmits 
the result of process having the confirmation information 
affixed thereto to the client which has made the request. 
When a request is made again from the client, extracting 
means extracts the confirmation information included in the 

15 request. Determining means determines whether or not the 
confirmation information extracted by the extracting means 
coincides with the confirmation information stored in the 
storing means, and withholding means withholds a process 
performed by the processing means in compliance with the 

20 request if it is judged by the determining means that the 
two sets of confirmation information do not coincide. 
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I acknowledge the duty to disclose information which is materiH to 
patentability as defined in Title 37, Code of Federal RegtJlations. 
SectKin 1.S8. 



Burden Hour Stmemenf Thii U*r\\\ ts eMinwtcO u> r«V.c 0 4 hour^ h» *.iimfi)er«. Time *tll vary Ucpcndm(i up^>n th< nceili ot' ih« indivklual caa*. Any comment* on lh« 
(imiMini trt trmc ytxi *r< rcMuired u> c'>mpic<« (hit rnrm sJi^iuU b* s^oc to the Chief lotorrrutKin OtTicct. Patent aikj Trmtiemark. Office, W»jAingtoa, DC 2023 1 . DO NOT 
SEND FEES OR COMPLetED FORMS TO THIS ADDRESS SEND TO C.'mmisMon«r ..t Pxenf.-! arvJ Tr»ditm«ricA. W««hingtiJfl. DC 20231. 
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Approv#d for iM through 9/30Se. 0M3 0^1 -0O32 
Pat«nt and Trademark Offic»: U.S. DEPARTWENT OF CO^^iMERCS 
Under the Paperwork Reduction Act ai 1995. no persons are required to respond to a co^tectioft of inforrnaton un<«» it dbptays a vaW CMB controi numtw. 



Japanese Language Declaration 



'X:[^B^,m2 I 9 ^ (a) - {d} 3 6 5^ 

;^'Lrv^c?;3Tt^7^^*'i3 3 6 5 (a)^*C^r<':Hi?!^£ilfiS, z 

2C -1; {C !±: IB" o i^ ^ :i s^^^-i^^^ 



Prior Foreign AppJicat3on(s) 

2000-028502 

(Number) 

{Number) 



Japan 



(Country) 
C(sr^) 



(Country) 



(Application No,) 



(Filing Date) 



I hereby claim foreign priority under Trtle 35, United States Code, 
Sectwn 119 (aj-^d) of 365<b^ of any foreign applicatiofi^s) for patent 
Of inventor's certificate, or 26S(a) of any PCT Jntematiooal 
appiicatJon which designated a( ieast orw country other Than the 
United States, iisted befow ar>d have a{«o identified beiosv, by 
ctjecking the box. any foretgn appficatkjn for patent or inventor's 
certifkate. or PCT intematiooa* application having a filing date 
before that of the application on whtch priority is ciaimed. 

Priority Not Ciaimed 
07/02/00 fSrr?a4-:t5'1: t 



(Day/MonthA'ear Fiied) 



(Day/Month/Year riied) 



G 



! hereby claim the benefit under TrtJe 35, United States Code, 
Section 11S^e> of any United States provisionaJ appJication(s} K^ed 
below. 



(Application No,) 



{Filing Date) 
(v^.JSa) 



r hereby cJaim the benefit urvier TitJe 35, United States Code, 
Section 120 of any United SUtes app4icattofi<sK or 365(c) of any 
PCT Internationaf ^pqikc^tixin designating the United States, listed 
be^owand, insofar as the subject matter of each of the daims of 
this application is not disclosed in the prior United States or PCT 
Intemationaj application in the manner provided by the t5rst 
paragraph] of Titfe 35. United Zt^es Code Section 112, I 
acknowledge the duty to disclose information which is m^i^fi^i to 
patentability as defined in Title 37. Code of federal Regulations; 
Section 1.5« which t>ecame available between the filing date of the 
prior application and the national or PCT Intemationai filing date of 
application. 



(Application No.) (Filir^g Date) (Status: Patented. Pending. Abandoned) 



(Appitcation No ) (Filing Date) (Slatus' Patented. Pending. Abandoned) 



^: i H c7 ) ^ ,V2: e^v ^ > f n ) 35 (7 ; 



f hereby declare that all stMierrmnts made herein of my own 
knowledge are true and that aH statements n:«de on tn format wn 
and belief are believed to be true: and further that thesa 
statements were made wrth th^t knowledge that wiilTlri falxe 
statements ar>d ttve iike so made are puntshabie by fine or 
imprisonment, or both, under SecthDo 1001 of Title ia of th« 
United States Code and ih^i such wtfifui Uis^ staterrvents may 
jeopardize the validity of the application or any patent issued 
t hereon. 
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Pai«frt md TradOTart Ofto; U.S. OgPARTMeNT OP COMMERCH 
Undef th« Paperwork Reduction Act o( 1 995. rw parsora jf» faired to r»«oond to a coifctction of infor™tk« unless < displays a vatid OMB ccmot nurrytmr 



Japanese Language Declaration 



( a 



POWER OF ATTORNEY: As a named inventor, I hereby ippoini 
the foUowfng a(tomey(s) and/or agent(s} to prosecute ttiis 
AppUcation and transact all business in the Patent and Trademark 
Offk:c connected therewitti (list nsunm and rvgisimion numhrnr) 



James D. Halsey, Jr., 22,729; Harry John Staas, 22,010; David M. Pitcher, 25,908; John C, Garvey, 28,607; J. Randall Beckers, 30,358; 
Williann F, Herbert, 31,024; Richard A. Gollhofer, 31,106; Mark J. Henry, 36,162; Gene M. Garner II, 34,172; Michael D. Stein, 37,240; Paul 
1. Kravetz, 35,230; Gerald P. Joyce, III, 37,648; Todd E. Marlette, 35,269; Harlan B. Williams, Jr., 34,756; George N. Stevens, 36,938; 
Michael C, Soldner, P-41,455 and William M. Schertler, 35,348 (agent) 

if Si^^t a; Send Corresponoence to: 

STAAS & HALSEY 

700 Eleventh Street, N.W. 

Suite 500 

Washington, D.C. 2 000X 



Direct Telephooe Calts to: (rra/ne and t€imphonm numtmf) 

STAAS & HALSEY 
(202) 434-1500 





Full name oi scie or frst inventor 

Minoru YAMAMOTO 




inventp^s signature Date 

Jh)^J^A^(^. >4?^^^^i^^t.^*i't^^ Nov. 1, 2000 




Residence ^ 

Tokyo , Japan 




Citizenship 

Japanese 


finals 


Post Office Address c/o FUJITSU BUSINESS SYSTEMS 
LTD , , 7-27, Kouraku 1 -chome , 


Bunkyo-ku, Tokyo 112-8572 Japan 




Fuil name of second jotn* inventor, if any 

Takashi KANEDA 




Secofvd tnventor's signature Date 

l^cSfxitJ^^J^Mllt k&4UU>^ Nov. 7, 2000 




ResKjence 

Tokyo , Japan 




irfizenship 

Japanese 




Post Offtce Address c/o FUJITSU BUSINESS SYSTEMS 
LTD.. 7-77, Knni-Rkn l-nbom^:^. 


Bunkyo-ku, Tokyo 112-8572 Japan 




(Supply stmilar information and sigrialurt fof third and subsequent 




joint inventors.) 



ru 



Paie* 3 or 4 















>T7 — i'-*J 7C 






Full name of third joint inventor, if any 

Yuji IWASAKI 












Third inventor's signature Date 
4.^a^^J/ Nov. 7, 2000 






ft pJx 






Residence 

Tokyo , Japan 






B ^ 






Ci tizenship 












Japanese 












Post Office Address c/o FUJITSU BUSINESS 
SYSTEMS LTD., 7-27, Kouraku 1-chome, 






Bunkyo-ku, Tokyo 112-8572 Japan 












Full name of fourth joint inventor, if any 
Hiroki UEDA 












Fourth Inventor's signature Date 
lliKylL VmIoL 7, 2000 






ft pJt 






Residence 

Tokyo, Japan 






m m 






Citizensiiip 












Japanese 












Post Office Address c/o FUJITSU BUSINESS 
SYSTEMS LTD,, 7-27, Kouraku l-chome. 




z 


Bunkyo-ku, Tokyo 112-8572 Japan 






















Full name of fifth joint inventor, if any 










H# 


Fifth inventor's signature Date 












Residence 






H W Citizenship 












Post Office Address 


















Full name of sixth joint inventor, if any 










Bit 


Sixth inventor's signature Date 












Residence 






H S Citizenship 












Post Office Address 


















(Supply similar Information and signature for 




f5« L. 




i) 


seventh and sutisequent joint inventors.) 
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